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© The mstfcod t>i th# invention consists, for the 
sohdar of & data object, first modifying she object 
into sn ijRusabts form and inserting into if a verifies-- 
iion indicia and an enafoiing facility which is capadis 
o? rendering tna data object into an operates ststa 
whan certain prerequisite conditions are mat The 
recsivef ot us®r inserts toe data ofetoct into a work- 
station to view portions of tha snsMog iaeiSity, and 
than enters his acvsotancs or raisctiors of terms and 
conditions relating to the use and installation of the 
data object in mspons© t« prompts that are- pm- 
imti&S by She enabling facility, if tf?e prerequisite 
^conditions ara tmi and agreed to, tho data object is 
Srendamd iota a usable and oparsbio data form. 
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A METHOD OF VERIFYING fcECSiFT AND ACCS! 



Thss Ktvsnliw ratetes 85 receipt and sccs-p- 
tajKs vacation techniques for documents, li- 
cense agreements, contrasts, or oompmsr pro- 
grams generally, and more speatasiy, ii relates io 
a method for verifying rsceipl: and acceptance of 
eteciionlca-fy transmitted and/or magns-ticslly re- 
corded data objects. 

Wnlle a variety of pries 1 an techniques exist lor 
protecting electronical! 1 / transmitted and/or 
sTiagneticelly-reeordad data objects, ait of these 
»sat are presently known require either encryption 
and the use of a decrypting key or algorithm which 
is normally only avsuabie So a previously autho- 
rised recipient, or they require prior approval for 
sending to tha recipient. Qmer than by ihese tech- 
niques, oo present system or technique >s known 
wrwcr> is self- verifying as to ihe fad Shai th» recipi- 
ent has actually received the' data object agreeo to 
■he authorisation conditions of its reoeip; or use 
arid installed it roc reading or use, 

In the Held of computer program products, i,e. 
"software", unauthorised duplication anchor access 
and usage is a common problem. U.S. Paseot 
4,757,534 shows one example- of a cryptographic 
technique for protecting such urograms. The user 
must have a password which wjil asiow the encryp- 
tad program to do recovered at a prascrtoed and 
designated site that has a properly implemented 
and initialized decr/ptkw imtsm. 

Similarly. U.S. PaSent 4.757.533 deals wifc. a 
security system for a personal eoroouter which 
utilises automatic encryption and decryption tor 
fifes in the personal computer. 

These prsor art systems, arid others of sifSiiaf 
type, require the prearranged tnsaaiiaiioo of encryp- 
tion or decryption features aooVor "keys" such as 
passwords before a user or recipient can utilise an 
eieetronicatly-delivered or magneticaiiy-recorried 
and delivered data object that has bears protected 
by encrypt on or other oisahiing techniques. This ss 
a significant drawback «n She field of computer 
programing sates and use. particularly irt- systems 
which wouid download application programs for 
ess at a local workstation or personal 
competermystsm. in ;he latter instance, the pro- 
gram or data object: wouid be eiacironscaiiy -trans- 
rmsied and received, but elaborate systems are 
used fo praauihortse the recipient by giving pass- 
words or the like which most be care-foliy recorded 
and kept hack of. for accounting purposes- and for 
billing. 

In light of trio foregoing known shortcomings 
wrih the prior art systems and techniques for elec- 
tronic distribution of data objects, the adject of She 
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present Invention m to provide an Improved method 
of securing electronic data Objects and for verifying 
that 'thiay have boon received and accepted which 
does not .'squire prior authorization for reeespt or 

s the installation of previously authorized and re- 
leased keys, passwords or ids iika. 

The foregoing and stilt other object that are not 
specifically enumerated, are mat in tha present 
invarstion: &y a new sysfom. In fhie systam. the 

w sender or origfnatcr of an ciebtrOfsic data object 
can later verify that tha data object was ecteaiiy 
received and accepted. In this sysiarn the data 
object itself controls the verification: far fha receipt 
and acceptance thereof. The sondsr or originator of 

ts the data object first modifies tha object to be 
dslivorod, jwiderlng it unusable or inoperative in 
the form in which It wilf be iriiliaily received by tha 
user. Tha originator or sendsr inssrtx info the data 
opjaot a verification indicia and an enabling facility 

» which is capable of randehng the inoperative data 
oojoei into an eperativa state when certain pro- 
requisite conditions, contained in the verification 
and enabling iacliity, ara mot. The sender or origi- 
nator then merely transmits tor records and deiiv- 

as ersj the modified and uosabia data object that 
contains Die verification indicia and enabling facility 
to a. recipient'. The recipient or user recelvss the 
modified and unusable data object and Inserts or 
loads if into his/her workstation or computer having 

3» a CPtT sci-eon display, printer or the iika. This 
allows the user to view portions of the enabling 
facility contained in the data object. Screen dis- 
plays or messagas prompting lha user fo enter 
responses are presented during this phase of lo- 
ss stslialion of the data object. The user enters his or 
her acceptance or rejection of terms and conditions 
relating to the use end installation of trie data 
object in response to prompts that are presented 
by the enabling facility on the screen, printer or 

4t> other inlarface that is humanly readable. That por- 
tion pt fha data object that contains the enabling 
facility then examines the user's responses and, if 
the prerequisite conditions are met and agreed to, 
renders the data object into a usable and operable 

4§ form finciudino a modification of ihe verification 
indicia) and records tha result and may also cap- 
turs the user's identification information. Alter- 
natively. If the- prerequisite conditions are not met 
or agreed to, it terminates without rendering She 

so data object into a usabl® and operable form. This 
ends tte process. 

The Invention will now be described with re- 
spect to a preferred embodiment In reference .to 
the accompanying drawings wherein: 
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Figure i is a one* flow chart of steps taken 
by m aat& .object originator or sender prior to 
sanding or oelivenno; ttsa data object to a user. 

Figure 3 is a cue! flow chart illustrating she 
operation of the invention at the rsc-pient or users 
workstation or txsmpuv&r. 

Rgurs 3 Illustrates a d«a>tefl processing 
flow chart at ttm operation of the jnventton sit Ste 
recipient or user's workstation <y computer, 

Th<s invention wis toe- described witn reference 
to tne figures m the exemplary context of a system 
for delivering computer programs tsoflwafe- pro- 
ducts? having license terms and conditions thai 
must be agreed to prior to Sis user's being granted 
use of bis or her copy of the sofswacs product 
Numerous other exampses are possible, any of 
vmicti reiate generally to the propter* of verifying 
thai a recipient has actually received a data object 
and has agreed to certain terms and conditions 
concerned therewith. Other examples may be doc- 
uments that notmatiy require registered and signed 
receipt mail delivery, contracts or other documents 
having togas significance, nsmrzed buying ano m\< 
ing arrangements, bills of \®$tnq, or any environ- 
ment in which a traceable record {within Vm dm 
object itseif} of actual receipt and acceptance of 
me data object is required, 

in the preferred embodiment ot the invention 
described, an example chosen from the field of 
data processing is given, in this eKsmois, the "data 
object" may be a computer program (software 
product) intended for use on a workstation or per- 
sona! eompufersyafem. in such an environment, 
the normal users- wish to obtain thes copy of she 
relevant software product, carry » home {or to their 
workstations) and use a. Normally, these software 
produces are accompanied oy a "shook wrapped" 
ficonso agreement which details the ©mss and 
conditions of oss which the buyer, or mors- appro- 
priately, the "licensee" is deemed to Co bound by 
virtue of his or bet opening and yea of the contents 
of the package ft hsgh security over onautcohisd 
duplication ot usage or programs is dessred in such 
an environment, detailed record ksepibQ via se- 
naiiaaiion ot the software product, signed receipts 
obtained at the time of purchase or license, de- 
tailed record keeping and auditing procedures and 
the like are often necessary. These are expenses 
and time consuming, 

it would da far more deshapie in today's elee- 
ironic communication environment to preside soft- 
ware products at a centra! access poire which 
could be accessed on request, and whose contents 
could be made av&itabse to or even downloaded for 
users on request. Since the users may come and 
go and since access to tne centra! Saciiity may be 
difficult or cumbersome to regulate, it would be 
more desirable still if any potential user could 



merely "dial up* 1 the cemral lacsli-y ano request 
access to and delivery of any gwen software prod- 
uct This -would mmn that or; or authorisation proce- 
doros, W. delivery ot decryption or security keys or 

s codes or routines would opt oe ordinarily possible 
'or even desirable. Add; tonally m order to over- 
come the relatively Ngft cost ol creating diskettes 
or cassettes of recorded software products for de- 
livery, the electronic distnduticri snd duplication 

■to method holds high market appeal Put oifers as well 
the opportunity for more prevalent afcwse through 
unaethori20d access, copying, and/er use. 

Infc this envifooment, the present Invectlon fits 
nicely as a solution to the proPlem; this inventjon 

?s may oe smptompnied wlINn the oteotrooic data 
object itself and which ts selhoxecutlng upon its 
foce-ipt and acceptance by a user or requester. 

The preferred emcodiment will thus be de- 
scribed in she context of a system tor delivery via 

m electronic means o? computer programs (software 
products! which provide auto matsc veoheshon that 
the requester or recipient has actuary receiyeo the 
software product arid has ap/eeo to the terms and 
conditions regarding Its use, 

ss The present invention provides & technique for 
the protection of etectronicaify-disfribufed software 
products which are to be licensed to requesting 
end users who have not previously been authorised 
or provided with any specialised access keys or 

so decryption programs or devices-. The technique 
itself is based upon the premise that both the 
osabiiity arid insfallabiiify of etectronicaiiy-delivered 
software products may be conditioned upon the 
end user's receipt and acceptance of the terms 

as and conditions regarding the specific software 
product. A ileense agreement of the readaisie form 
normally enclosed wch recorded diskettes or cas- 
settes is incorporated into the eieofronioally -deliv- 
ered data object or software product and is deiiv- 

40 ered- therewith. The invention presents to the user 
the terms and conditions regarding the use, 
charges for acd other relevant data pensinSng to 
the software product for the user's review and 
acceptance or rejection. The invention presents 

*s prompts or questions to the user and records the 
responses as evidence that a user old receive, and 
has or has not agreed, to the terms and conditions 
regarding the software product. If the user does 
agree to the terms and conditions and so indicates, 

so the invention provides for "enabling" the delivered 
disabled ana unusable software product. It also 
provides for marking that user's copy with Indicia 
which indicates acceptance and may also deter- 
mine the identity of the user. The invention thus 

ss provides the electronic equivalent ol "Creaking of 
the shrink wrap seal" involved in she normal herd 
copy of software license agreements delivered wsth 
physical diskettes or cassettes, it replaces prior 
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authorisations via signed ggf»arrs8-rs$s which are 
prearranged m electronic distrtfeutiw systems 
which require tost potential us«ts ftrsr sign up and 
agree So the license agreement ie:ms and con- 
ditions in order i« *«e&tv» a decryption ieey or' 
password whssh wsll grant them access to the de- 
sired software products. 

The invention requires some preparation on the 
part of the softvws product origina-or or sender. 
As shown in' Figure 1, th« software product origina- 
tor is required to include with the- software product, 
or eleetotoieaily-deflverable data object modules of 
sods that provide a presentation and acceptance 
verification and ^haijiing facility (enabling pro- 
gram)- The software product originator 'S forlhar 
required to- provide oedain input to the enabling 
program. Th? c*»$nafex most proves the language 
of the pertinent terms and conditions of the license 
agreement ay recording {Horn as screen or output 
display coda that writ fee accessed automatically by 
toe enabling program. An appropriate prompt ss to 
acceptance of rejection of the farms and conditions 
of top itoeose agreement may also be provided m 
this data by too originator in addition, the origina- 
tor must insert art arbitrary predefined character 
siring of the originator's own choosing N» tb§ 
software product's major m'odukNs? or flleys}. This 
arbitrary character string which may be osiisd a 
"verification indicia" may be recognised by the 
software product itself as will b® described later, it 
also w)\ be modified and/or encrypted after too 
license agreement has been road and accepted fey 
the user to indicate tost the user has accepted top 
terms and conditions o? the license agreement as 
will do later described. 

ft is also incumbent upon the originator of the 
software product to crsa;e a copy el the software 
product with the pertinent file names, or module 
names given "pseudo names" which are scram-' 
biad and to provide a table with cross references 
showing the correspondence betw&eo the pseudo 
or scrambled fife names and the actual tils names 
of the software product These actual file names 
vviit not be restored and too software product itself 
will pot be a usabie program. The. enabling pro- 
gram will restore too actual lite names and un- 
scramble the contents In response to acceptance 
by the user of the terms apd conditions accom- 
panying tha software product. 

The originator of the software product must as 
noted earlier, provide a copy of the unscrambling 
and a-naoiing facility- This is a shori program rou- 
tine- as will be illustrated later. Ffnaiiy, the ohglnalor 
should provide a hatefs tilo or iostailatlon routine to 
which .oootrol rnay he transferred at the completion 
of the acceptance and verification prpceas after the 
user has indicated his pr bar acceptance of the 
terms apd conditions regarding use of the software 



product. 

Before proceeemg to a desestoa desenpston of 
the overall operation that occurs lor eoaoiing the 
software product for use. at the user's computer or 
s workstation, the basic concepts are aunirriartaecl as 
follows'. 

The programs, which are the preferred embodi- 
ment of th-s inventipn. are incorporated ;ntc and 
oecpme an fntegrai par; of the software product tc- 

;e be aotoaiiy delivered. Thts .portion of the invention 
aptuaily presents tne applicable fenma and con- 
ditions of a license agreement to the end user by 
displaying license agreement screens as the irsilai 
step during the installation process of ths software- 

i$ prc-Puct on the user's sysiom, If the and user does 
net indicate acceptance of the terms and con- 
ditions of too applicable fieense agreement, the 
enabling program portion of the invention will abort 
operation, matte no modifications to ranger the 

s-o associated software product usable and will return 
control to the user's operating system:, in effect 
"no harm" has beers done and tne end user can 
fetkjw whatever procedures are p'ee;red for return- 
ing tne affectively "unopened" software product or 

as can destroy it as applicable, if, howeven tr»e user 
doss Indicate acceptance of the terms and con- 
ditions of the applicable iicenso agreemsnp the 
portion of me preferred embodiment code wtit take 
additional actions, if will slecfronicaiiy record the 

so user's acceptance by modifying certain predefined 
fields within -the software product's applicable 
rnoduiefsi and flie(s). It will also restore the original 
hie names thereof, to allow them to be usable 
again, thus- rendering the formerly unusable pre- 
ss gram Into a usable state. Arid it wiii modify itself, 
finally , by deieting the cede portions which allowed 
unscrambling or decryption and reconstme-lPO of 
the delivered software product and vwti hand control 
over to the installation' module or startup routine-' of 

4o the software product. 

The primary advantage of t'hss new system of 
security and delivery is that if essentially makes 
electronicatiy distributed programs "Self protect- 
ing", it facilitates easy customization of license 

4g provisions and/or warranty information and provides 
a wide range of asset protection mechanisms us- 
able at the discretion of ttvs software product origi- 
nator. Those skilled to she art wsfi realize that, witnin 
the scope of this invention, it is possloie So redefine 

so the "intellectual property" asset, i.e. the software 
product, to wnicn the license agreement and to 
which the protection technique are applicable, as a 
single software product or a set of software pro- 
ducts including their associated documentation 

ss which may be esectronscaiiy delivered to the user 
as a u;to or package. The oonrents or toe package 
or unit are to be determined by the software ongi- 
oator or distributor. 
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Tne esseniiai elements of the preferred env 
oodiment in programming are provided by m soft- 
wars enginator as w«i be described in groaer 
detail with reference to Figures 2 and 3, 

Turning to Figuf* '2. a Uo«f flow chart is; shewn 
of the oosmttofs mat vwSS bo conducted by me 
preferred embodiment contained within the <S*iw- 
ered data object when it ts mtfeahzed and run on 
the recipient's computet or work-station. 

The first step as shown in Figure 2 :s ter tos- 
sy stem to access -foe fii@s whseh contain the dis- 
play data for displaying tm receipt and acceptance 
menu screens tor the user's review These wis! 
Include a mona, license agreement terms and con- 
ditions anchor warranty terms and conditions and 
the like. 

The second step as shown in Figure 2 is to 
present cnosces to iho user fo accap? or decline the 
terms and conditions which are displayed en the 
fecetpr and scceotance information screens, if non- 
acceptance is indicated by m user, she program 
aborts and rearms ics the operating sy$tsm wifteut 
aiteooo: $m engine! object modules and files to 
render ;hem into a usable stars. However, if the 
user does indicate accspiance of She terms and 
conditions, the program continues as shown in 
blocks as follows. 

in biock 1. the program for enafoisog the object 
for use wis; search for the prevlousiy mentioned 
arbitrary character strings embedded in the original 
object iiieis; by the originator thereof These wiii 
then be moditieei. and, optionally, encrypted if so 
desired so contain information entered sn response 
to prompts by the user or recipient that may eiso 
identity the specific urn- 

Then the program wiil enable 'he siectrooiesily- 
delivered bbiec> Py unscrambling (or decrypting) 
the scrambled ps^udo life names by replacing 
thens with she reas file names. This ts done ysing 
She facie of correspondence that has bean pre- 
viously provided in the data object by the origins 
for. This fable cannot even be accessed or uftiiaed 
by *ns enabling program unless ihe acceptance of 
the Serrns and conditions has been indicated by the 
user. 

As shewn so block 3. the program may option- 
ally recalculate the check sum ot the object being 
delivered, if a cheek sum is employed. 

As shown in block 4. the program for enabling 
then must modify steel* to delete that portion of the 
cede that provided for the enabling o! the delivered 
otjjeci, it also will delete the correspondence table 
and finaiiy. in block S, transfer eontroi to the ob- 
ject's Initial startup medoie or m at the nams 
indicated by ths sofiwars originator. This ae.tivatas 
the deiivered object for use and operation. 

The detailed operation wiii now be described 
with rsforence to Figure 3 which shows the pro* 



cssstng Of ensossrio program fiow chert at iha re- 
cipient or user's oompuisr or wrfcstatsm rjpon 
loading the rscosved siectronscaiiy-transrnittod 
snefcof niagneticaiiy'recordee am object (eoftw-are 

s prodtici). The end user *«8 insert, as shown in box 
1. his her dissette sfthe software- proeyct has paen 
msgnetioaify recorded and deiivered or wtii request 
a download of the sieoironicaily-'Ciistrlb-utad soft- 
ware product from a host system to the bard or 

jo Soppy disk drive of hisrns? computer or worksta- 
tion. The user wilt men Invoke the initialization and 
enabling fecsf«y embedded in the software product 
by ibs originator by entersng tne command 
"goXXK" as shown in oo>r I. This commefid in- 

i5 vckes the ensbiing program, in box 5. the XXX 
portion is a unique identifier mat identifies fbs 
name of the software product to Pa ctiiteed. Tm 
enabling program is named "go.CGrvr but wiil ds 
renamed "PIA.COM" once the license agreement 
has Peon accepted by the user and tne software 
product files have been unscrambled and renamed. 

Tne enabling program then displays she first, 
originator's presented license anovor warranty 
menu display screen to the user, This screen 

as wouid normally contain introductory information 
and describe ho* fhe terms end conditions will be 
presented to the user on iosiowiog screens, The 
user wouid normally press the enter key to con- 
tinue to toe second or succeeding menu screens, 

36 The .program then continues to box 2 to present a 
menu screen of user choices as shown, if the user 
chooses to read prescribed warranties (choice t}> 
she program exits box 2 and accesses warranty 
display "screens ibex 8} which, after being rg« 

i$ viewed, reiurn ihe «s»r to his block, if choice S is 
chosen the license agreement screens wnl do dis- 
played to the user and ihe system wiii continue as 
shown, SI choice 3 is selected, then the system 
aborts without enabling the software product for 

4& use and returns to the operating system, if any 
ether key is pressed, a message wits be displayed 
artd a correct choice will be promoted from she 
user, 

if the license agreement screens ere selected 
48 {choice S), they are dispiayed to she user utilizing 
whatever text for the license agre«men.f fhe origina- 
tor has encoded info the software product, The 
user is prompted to indicate acceptance or rejec- 
tion o? me terms anc conditions of tne license 
-ss agreement on the last screen thereof, if rejection is 
indicated, the system, aborts and returns to the 
operating system without enabling the software 
product tor use. 

If acceptance is indicated, the system contin- 
ss ues on to box 3 by commencing the "accept RA* 
program routine. The firsi step in box 3 is io search 
tor for the correspondence tabfe that shows the 
correspondence between the pseudo, (scrambles) 
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site names and the actual software product ins 
osmes. if ttvke such a table, the program tbw 
searches for the arbitrary character string embed- 
•decs m major 8le<S) or modutets) fay t*» product 
originator and modifies ihero as vrsfi be saier dis- 
cussed on box 9, Secondly. ;i ths-s -.5 a eorrespon* 
time® fabie, the program reads 8t» tsbis mto 
memory and accesses the first raw in the tebie io 
provide a correct Bis name for the module >deo- 
Sifted therein instead of its pseudo or scrambled 
:13ms The next step is to modify &n6?o( encrypt 
She arbitrary character string if if is embedded in 
she major fife or module being accessed. This 
process continues un«! ass of the entries in the table, 
have -feeen exhausted, eii of the arbitrary character 
sthnge have bse« modified, end ait of the cor- 
responding fifes or ■■rooduies have been renamed so 
\imr correct names. An options! alternative follow- 
ing the com&leton of She aoova taste is So receicu- 
iaie a check sum (if tnat is ysed) as ,s*towtr safer m 
sox 6 . 

if there is a correspondence table, she orogram 
continues to box 4 where the tabie processing 
routine cheeks to see if aii of she rows o? she 
scramhied name labia have been processed. When 
the rows have aii bean proea-sssd. the- table is 
erased as shown in box S, Sox 4 provides the 
sdiftty for the program originator So require modi- 
iieasian and encryption oi she character string in the 
files of me dafeerad data object. 

The "erase sab;e" routine is shown in box 5 
and is entered from box 4 when aii of she table 
entries have bean processed. Trie enabling pro- 
gram then continues to box 8. which may optionally 
recalculate the check sum if provided mm the 
software product, she enabling program continues 
so box ? so erase m -warranty screen from mem* 
cry and from the elsctronicsiiy-dsilveree. software 
product. The anafcsing program ihen modifies itseif 
»y erasing the code that allows she modification of 
Sbe character strings arid the fiie names, i.e.. she 
unscrambling and renaming, and renames itself 
"PLA.COM" so that the license agreement screens 
can bo reeaiied if desired; st then transfers control 
to box If. 

Box 8 shows the optional warranty rautine por- 
tion of the enabiing program wheh is entered from 
bos 2, 

Box 3 vshioh is anSsred from box 3. is the 
character string routine that searches for aii files in 
the eiactronicaiiy-deiivered sofhvsrs prodec-i: that 
contain the character string pises©" there by the 
afigina-af, it modlfiss (end/or encrypts) the string 
w:ih;n shesa fiias and. when aii of the acnossod 
character strings have been found and modified, 
this portion returns to the acceptance routine tn hex 
3 above. Another purpose* of ibis box 9 is to 
provide 8 fijrther iavei of security on use of shs 



prartuet, if the ittes which com»n ths arbitrary 
ci':3facisr sSrino 00 not contain tf?e meoitied form 
which shouid hsva resiiised from this box oporaiion, 
tnan she software originator has an sasy means for 

5 impiemersting an abort- for disabiiho: use of the- 
code by simpiy snoiuding a mi routine to sess each 
fiis when it is accassod for she correct character 
string. Tasting for tn:s use of ibese character 
strmgs by she software prodos^s stseif ts thus op- 

n fionsi. 

Box 10 is invoked from box 4 ;n the fiow chart 
and is she me finding portion of the enahiirsg rou- 
tine, if she software criginasor has scrsmbied she 
ariginai produof fiis names, the 8!es m$ not be 

)$ usabis untii shs Sfeeose agreeiriens has been ac- 
captsd by the oser and tha fiies have baan on- 
scrsmbied, Th« pubi:shsr or originator has original- 
iy- provided a iabie of cross -roierences between the 
pseudo fiie names and tno actusi fiis names. The 

a$ routine ends tn box 4 which is entered from box 3 
as noted prewusiy. 

The anabiing program ends Bnaiiy in box St 
wbtcft :s ans:ered from box ? as noted oroviousiy. 
By bandsng corttro! ever to the baicb fiie or snstailS" 

m tinn program name provsded by the software origj- 
nator. she ensbiing program wiii then proceed to 
irts&a&se the actuai software product for «s®. 

it wiii be approctated in the foragoshg that the 
renaming or scrsmfosmoj of She orlgsnai Sites is first 

so acearnpiished by she software origihator and that 
the bfigsnaior aiso provices. together with the 
scrambled fife, the table of cerrespofiding pseudo 
names or scrambled nomas mm their correspond- 
ing actual f ; ie names By this means she correct fiie 

$$ fsames may be .restored by tha enabiing podiont of 
tns roriSine if ss. to Sum. is enacied by the user's 
accep-afice of the iicenss- agreement terms and 
condiSions, A "saihanabiing" facfiisy is thus boi» 
into she software prodost by tha orsgmaaw. This 

4$ faciiity is invoked, albbit somewhat ynknowingly by 
the end user, in .effect, the software product: is 
rendered unusable, since interna! references w'itnin 
code modoies so use files or fiis names wsii not find 
«ys corresponding fifes or fiie names unless the 

ss uosorarnfciing process has been carried out pre- 
viously. The onsorambsing process, in turn, wiii not 
be entered and cannot be invoked onipss the uesr 
has indicated acceptance of the terms and con- 
ditions of the iicense agreement The aiaofrcnfc 

so data ob-ecf as deiivarad. i.a, she software product 
as provided by the onginstor, thus contains not 
oniy the software product program code but the 
ensbiing routine together with the necessary en- 
abiing Sadie and an appropriate set of screens and 

ss a smaii amount oi control code to determine whesf> 
er the user has indicated acceptance or refection of 
she iicense agreement screen information, if accep- 
tance ie indicated and the enabiing routine- is ai- 
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■kmxi to proceed to oomoistiori, .me routine then 
erases <he enabling port>o«s of sts--sif an«J ihe s-> 
apiinp, table, n thus «rfectev«iy destroys the "keys" 
or "decryption technique" poor ;o granting access 
or solum use 0^ the software product to the user. 
Also, stie en a&ting program routine as oescrioed in 
m f igyf'5s includes a step $m encrypts or othsr- 
ws* records infortnatoert eoSsrec oy ihe prospec- 
tive «w so that it psrmansntiy "mafss" &e w*s 
copy with information mx coukl bs Sster accessed 
by the program originator, -This toforreaiion may 
uniqu»ly identify the us«t and hisrher copy of iris 
•software proctor so that any unauthorized copies 
that are fats* detected may be traced pack So tboir 
ongin. it wiii thus be seen thai a variety of seounty 
provisions, some of which »• optional (i.e., the 
checksum cafcul&tsOn and testing vwthtft the soft- 
ware product itself for the modified character 
swings), may oe easily included at me so'ddion or 
the program originator wHite no ssacial ptwimm 
need rss made or taken at -he user's end to woyfCte 
access to she delivered software pi'odocs otner &m 
;nd;catioo of acceptance ot the terms and con- 
ditions which wsti invoke the sns&itng routine and 
restore the software prodocf to a usable torn. 

Extension of these concepts to a variety of 
other fields is cfegtiy the scops of tr«s inven- 
tion. For ©sample, the eiectronicaiiy delivered data 
ooisct nesd not be a pro-am with iicense agre«- 
msnt screens but could do simply a certified mes- 
sage or tegai document, receipt of which ss desired 
in a verified manner. A verification statement and 
acceptance screen, acceptance of which wilt be 
indicated by the asm, can be ulillaeb to access an 
acknowledgement transmission back to fas sender 
that will occur if and oniy if the recipient agrees to 
receive me message. By a ssmflar .etomu& exten- 
sion. ;he confess might not be either a license 
agreernem or a message Put eoefo be a contract, a. 
XM of fading, or any other dooufnem of legal Signifi- 
cance certified receipt and acceptance of Thiers is 
desired. 

Having thus described our invention win re- 
spect to a preferred embodiment as implemented 
in simpie program routines, it wit! be obvious to 
those of skill in the art that many modifications and 
enhancements are possible without decanting from 
the basic concepts of ihe seit-enabiing. soif-v-erify- 
mg process of ths routine as descrioed in the 
prsferrs-d ssrsbod indent, Thsroiore. whet is ims-ndsc 
to tsa protected fey way of tetters parse!: is set form 
in the foifowiCQ cieif«s as dascriptioo and net iimS* 
tation. 



Claims 

1, A mofhod of venfying recent and accep- 



!7 TOO A2 -X 

tsnce oS a d&ia chiect oebvsrec'from a sender to a 
receiver characterised oy the steps of; 
rnodifyifig said data obsect into an unusable form; 
and inserfiag an enabiirtg means into said data 
•:; obsect, 

doiivenng said csra objaoi to said receiver >o satd 
ynusaoie form, and 

empfoying said siiabisng means to refnodify said 
data opieot sack to a osabie torrn, 
so Z. The method ot Claim i wtierem: 

sasd Cjodifying step fuaher- comprises inserting a 
vsnficafion indicia into said data oPieet, and 
err-spioying said enabiing means modifies; said :nsi- 
c:a, 

t$ 3. The: meshod oi Claim i or a, wb®f«in; 

said modifying step further comprises subsfitutting 
new names for existing file component names in 
said data object and tecording ihe correspondence 
between said m& names and ssid existing namss 

so as a portion of said data object at a location aeces- 
sipie only hy said snabilng means. 

4. The tmft&i of Gk»rn 3, wherein: 
sasd step oi empicymg sard snapimg rrssans former 
comprises steps of accs-ssmg said recording of 

ss names cerre spondence and restoring said ori^nai 
names as lite compenenf names,, srassng said 
record of names correspondence and said enabiinoj 
means. 

g. A system for verifying receipt and aecep- 
so tanoe of a data object in an information commu- 
nication system, including a sender and a receiver, 
said sender and receiver ceing physically sepa- 
rated from one another, and including means at 
said sanber for preparing said data cfojsct far deilv- 
3S ery to said recefver and a data delivery means for 
oeiivsring said data object from yaid sender to said 
receiver, said system doing onarsctedaed m that if 
comprises:: 

means at said sender for modifying said data ob> 
xo ject for de»very, said modifying adoring said ob- 
ject into an unusable andror inoperative state, 
means at said sender for inserting an enabling 
means into said data ooject prior to delivery there- 
of, 

4$ moans at said receiver for loading said modified 
data object into a computer for dtspiay ano for 
operations thereon, 

means for initially accessing only said enabling 
means in said data object and tor displaying por- 
so tions of data contained therein for sciicifihg a user's 
response thereto, 

means for entering a user's response and means 
for recording said response, 
means conditioned: by said response for employing 
as said enabling means and modifying said data ob- 
ject back fo a asabte arsd/dr operative stats, 

8, The system as desoribad in Oiaim S, further 
comprising; 
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masns a; sa;d sands? ?or iossrt-ng a vsrsficsison 
mm&s into sasci eats object, and 
msans at said rgc«iv»f for mo&fywg *m ^nfica- 
8or» indicia m «?spo«ss to satd wsar-s response. 

7. The system as oescribsd m Qmm 5 « 8, s 
wnsfSiii ma receiver iociuciex msgns response tp 
sad enabling means for casing said enabiing 
masns responsive so sad usar's response. 

8. The system as described io Claim S or 6, 
.wtwsh md mmm toe modifying comprises so 
ttmm for nspiaeing -original component names in 

said d.ata object wi'fo otbsr names not used by said 
data object and further comprising 
recordkeeping means for recording the cerrsspen- 
<tenc«. between rspfecsro&nt comment names ?s 
and originsi ecirnporieni names, arsci for inserting 
said meord marapi Mo said data object 

9. Tfts system as described m Clmm 6« 
wherein sasd means for modifying said vesication: 
indicia modifies said indicia in a (nmrm which m 
snows ihat said snsbimg rmms Pas Psen sm- 
ptoyad ■*> recodify sasd data object. 

50. The system as descnded in Cisfsn S, 8 or 
9, <v*ft»r»tn said enateiing moans erases pdrtiofts of 
mm kern said dais object s$ 
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Fi-G. 1A 



FIG* 1 
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FIG, 
18 



INTERFACE/FUNCTION 



NOTES 



PROVIDE TEXT FOR THE LICENSE 
AGREEMENT 3CREENCS). ON THE 
LAST SCREEN OF THE LICENSE 
AGREEMENT, THE USER MUST 
INDICATE ACCEPTANCE OR RE- 
JECTION OF THE TERMS AND 
CONDITIONS BEFORE THE 
OBJECT OR SOFTWARE PRODUCT 
WILL BE INSTALLED, 



INSERT A PREDEFINED CHARACTER 
STRING INTO THE PRODUCT'S 
MAJOR MGDULECSVPILttS)* 

THIS CHARACTER STRING MAY BE 
MODIFIED AND/OR ENCRYPTED 
AFTER THE LICENSE AGREEMENT 
HAS BEEN ACCEPTED 8Y THE USER, 
MODIFICATION OF THE 
CHARACTER STRING INDICATES 
THAT THE USER HAS ACCEPTED 
THE TERMS AND CONDITIONS 
OF THE LICENSE AGREEMENT. 



CREATE THE COPY OF THE 
PRODUCT OR OBJECT WITH 
THE FILENAMES "SCRAMBLED AND 
GIVEN PSEUOO NAMES. ALSO, 
PROVIDE A TABLE WHICH 
CROSS REFERENCES THE 
PSEUDO < SCRAMBLED) FILE- 
NAMES WITH THE REAL 
FILENAMES, 



THERE MUST BE AT LEAST 
ONE FILE WHICH CONTAINS 
THE CHARACTER STRING. 



THE FILENAMES Witt NOT 
8E RESTORED {Ee... THE SOFT- 
WARE PRODUCT WILL NOT BE 
USEABLE) UNTIL THE 
LICENSE AGREEMENT HAS 
BEEN ACCEPTED 8Y THE USER 
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INSERT A TEST ROUTINE INTO THE 
CODE OF EACH OF THE SOFTWARE 
PRODUCT MODULES/ FILES CON- 
TAINING THE CHARACTER STRING 
TO ALLOW EXECUTION OF THE 
MODULE(S) AFTER INSTALLATION 
ONLY \f THE STRING HAS BEEN 

AGREEMENT HAS BEEN ACCEPTED 
BY THE USER). 


THE IMPLEMENTATION OF THIS 
OPTIONAL. FEATURE BY THE 
SOFTWARE PUBLISHER 
PROVIDES ANOTHER LEVEL 
OF ASSET PROTECTION. 


PROVIDE THE LOCATION IN THE 
SOFTWARE PRODUCT MODULE/FILE 
FOR THE CHECKSUM WHICH WILL 
BE RECALCULATED UPON ACCEPT- 
ANCE OF THE LICENSE AGREEMENT 
AND COMPLETION OF THE 
P R 0 CESSI N G P R 0 G R A m , 


THE IMPLEMENTATION OF THIS 
OPTIONAL FEATURE 8Y THE 
SOFTWARE PUBLISHER 
PROVIDES ANOTHER LEVEL 
OF ASSET PROTECTION, 


PROVIDE A BATCH FILE PROGRAM 
OR INSTALLATION PROGRAM TO 
WHICH CONTROL WILL BE 
TRANSFERRED AT THE COMPLETION 
OF THE ACCEPTANCE VERIFICATION 
ENABLING PROGRAM AFTER THE 
USER HAS INDICATED ACCEPTANCE 
OF THE LICENSE AGREEMENT , 


THIS LINK PROVIDES THE 
TRANSFER BETWEEN THE 
RECEIPT AND ACCEPTANCE 
E N A 8 LI N G PROCESS I NG 
PROGRAM AND THE SOFT- 
WARE PRODUCT. 


FIG, IB 
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FIG, 2 



PRESENT THE APPLICABLE TERMS AND CONDI 

TO THE USER BY DISPLAYING THE FOLLOW IMG:' " 



RECEIPT AMD ACCEPTANCE MENU SCREW (MAY 
INCLUDE MENU, WARRANTY AND LICENSE ~ ' ' 
AGREE M ENT $ C RE E NS } 



IF THE USER DOES NOT ACCEPT THE TERM'S AND 
CONDITIONS DISPLAYED BY RECEIPT AND 
ACCEPTANCE SCREENS, ABORT AND RET RUN TO 
THE ORIGINAL OBJECT MODULES/ FILES 
DO HOT ACTIVATE INSTALLATION OF THE ' 
OBJECT. 

ELSE 

CONTINUE. 



1, SEARCH FOR THE CHARACTER STRING, AND 
MODIFY (AND ENCRYPT) THE STRING 
INSERTED BY THE OBJECT ORIGINATOR 
INTO THE OBJECT'S MAJOR FILE(S) 

'It ENABLE THE OBJECT BY UNSCRAMBLING AND/OR 
DECRYPTING PSEUDO FILENAMES TO THF REAL 
FILENAMES USING THE TABLE PROVIDED BY 
THE OBJECT ORIGINATOR, 



RECALCULATE THE OBJECT'S CHECK- 
SUM USING THE CHECKSUM LOCATION 
PROVIDED BY THE ORIGINATOR, 
(OPTIONAL FEATURE). 



. MODIFY THE RECEIPT AND ACCEPTANCE PROGRAM 
ITSELF BY DELETING THE CODE THAT PROVIDES 
FOR MODIFICATION OF THE OBJECT'S E ? - ECS) ~ 



5, ACTIVATE THE OBJECT FOR USE OR DLSPl 4Y »v 
TRANSFERRING CONTROL TO THE OBJECT ' 
MODULE/FILE NAME PROVIDED 8Y THE OBJECT 
ORIGINATOR, 
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THE END USER INSERTS DISKETTE #1 OF X COR 
DOWN-LOADS THE PRODUCT TO THE HARD DISK), 
SELECTS THE CORRECT DRIVE, AND TYRES 
"GQXXX" {RETURN? AT THE SYSTEM PROMPT, 

"GOXXX" INVOKES CO. COM, THE ENABLING 
PROGRAM 




MEND SCREEN TO THE USER> IT CONTAINS 



INTRODUCTORY INFORMATION AND 
DESCRIBES HOW THE TERMS AND CONDITIONS 
WILL 8E PRESENTED TO THE USER. 



THE USER PRESSES THE -ENTER KEY TO 
CONTINUE TO THE SECOND MENU SCREEN. 



MENU~SBLECTION~ 
ROUTINE: 



FROM THIS MENU SCREEN, THE USER CAN 
SELECT TO CD READ THE WARRANTY 
INFORMATION PRIOR TO ACCEPTING THE 
T S S AND C'S OR THE LICENSE AGREE- 
MENT,. (2) READ THE LICENSE AGREEMENT 
OP <3> ABORT AND RETURN TO THE 
OPERATING SYSTEM, 



IE CHOICE » 1, THEN PERFORM WARRANTY- 
ROUTINE (BOX S). 
If CHOICE - 2, THEN CONTINUE TO NEXT 8 OX, 
If CHOICE « 3, THEN ABORT AND RETURN TO 
THE OPERATING SYSTEM, 
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FIG. 3B 



THE LICENSE AGREEMENT SCREENCS) ARE 
DISPLAYED TO THE USER, 



CUSTOMIZED TEXT 



FOR MULTIPLE-SCREEN AGREEMENTS, THE 
USER PRESSES THE ENTER KEY TO GO 
FROM SCREEN TO SCREEN UNTIL. THE 
LAST SCREEN. THE USER CAN ALSO PAGE 
FORWARD AND BACKWARD WITHIN THE 
AGREEMENT SCREENS. 

ON THE LAST SCREEN OE THE AGREEMENT* 
THE USER !S ASKED TO INDICATE HIS/HER 
ACCEPTANCE OF THE T'S MQ 0*3 OF THE 
LICENSE AGREEMENT, 

IN "N" IS INDICATED, THEN ABORT AND 
RETURN TO THE OPERATING SYSTEM. IF 
"Y" IS INDICATES, THEN CONTINUE TO 
BOX 3 
ELSE 

REQUEST CORRECT RESPONSE AND DO 
NOT PROCEED UNTIL CORRECT RE- 
SPONSE IS ENTERED, 



ACCEPT-FLA- 
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